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CYBER LIABILITY INSURANCE

STATE REGULATION:

e State laws are designed to protect citizens from unknowingly having their personal in-
formation exposed.

e Fines can exceed $500,000 for failing to protect and notify when potential or actual
breaches occur involving even the most basic personal information such as name and
address.

SHOULD A DATA BREACH OCCUR, YOU ARE REQUIRED TO:

e Notify all potential victims in writing per information protection laws.

e Purchase credit watch services for all potential victims.

e Provide credit restoration services for all victims whose information is cloned & abused.

e Pay financial damages stemming from emotional distress and mental anguish judg-
ments.

SHOULD ELECTRONIC VANDALISM OCCUR...

e your hardware, software, and/or database are damaged by a hacker, disgruntled or un-
disciplined employee.

e technicians need to be hired to repair the affected computers and recover data. This can
take weeks using multiple techs at average rates of $150-$200/hr.

SHOULD A VIRUS TRANSMISSION OCCUR...

e You are responsible for conduit injury lawsuits, including harm to third party systems
such as a virus transmission inadvertently sent out to unintended recipients.

e Depending on whose system was damaged by the virus and to what extent it impacts
their business operations, costs could be enormous.



CYBER LIABILITY INSURANCE IS YOUR PEACE OF MIND

A CYBER LIABILITY POLICY INCLUDES NETWORK SECURITY AND PRIVACY PROTECTION. IT WILL RELIEVE THE FINAN-
CIAL BURDENS OF INEVITABLE EXPENSES INCURRED WHEN A CYBER BREACH OCCURS. IT ALSO WILL PROVIDE THE
LOGISTICAL AND LEGAL SUPPORT OF EXPERTS TRAINED IN HANDLING CYBER BREACHES AND DATA COMPROMISE
SITUATIONS IN THE EVENT OF A CYBER CRISIS

CYBER LIABILITY COVERAGE:
\' Provides privacy liability for failure to protect sensitive personal information in any format

\' Covers your liability from the failure of network security, including the unauthorized access or use of
the Office’s computer system or files

\' Covers media liability for libel, slander, plagiarism, or negligence from your its website content

\' Provides independent service providers specializing in Data breach response services such as: Legal,
Forensic, Notification, Call Center, Public Relations, Fraud Consultation, Credit Monitoring, and Iden-
tity Restoration

\' Covers extortion monies and expenses related to criminal threats

DID YOU KNOW?
¢ OUTSOURCING YOUR IT OPERATIONS DOES NOT REDUCE YOUR LIABILITY.

REVIEW YOUR IT CONTRACT. YOUR VENDOR SHOULD PROVIDE PROOF OF THEIR OWN CYBER
INSURANCE—BUT YOU’LL SEE THAT IT DOES NOT EXTEND TO COVER YOUR LIABILITY.

THE MORE RECORDS STORED, THE HIGHER THE POTENTIAL COST.
THE MOST COMMON CLAIMS HAPPEN OUTSIDE THE OFFICE

AND INVOLVE LOST OR STOLEN LAPTOPS, FLASH DRIVES, OR SMART PHONES CONTAINING SENSITIVE
INFORMATION.

¢ PAPER FILES ARE NOT PROTECTED BY FIREWALLS!
THE LARGEST CLAIM TO DATE INVOLVED A STOLEN STACK OF PAPERS.

FOR EXAMPLES OF CYBER LIABILITY CLAIMS VISIT: HTTP://WWW.PRIVACYRIGHTS.ORG/DATA-BREACH




Health & Welfare Pension Legal Services
Carrier BCS Chubb BCS Chubb BCS Chubb

Limit Limit Limit Limit Limit Limit
Privacy Liability (including employees) $5,000,000 $5,000,000 $5,000,000 $5,000,000 $1,000,000 $1,000,000
Privacy Regulatory Claims Coverage $5,000,000 $5,000,000 $5,000,000 $5,000,000 $1,000,000 $1,000,000
Security Breach Response Coverage $5,000,000 $5,000,000 $5,000,000 $5,000,000 $1,000,000 $1,000,000
Security Liability $5,000,000 $5,000,000 $5,000,000 $5,000,000 $1,000,000 $1,000,000
Multimedia Liability $5,000,000 $5,000,000 $5,000,000 $5,000,000 $1,000,000 $1,000,000
Cyber Extortion $5,000,000 $5,000,000 $5,000,000 $5,000,000 $1,000,000 $1,000,000
Business Income & Asset Restoration $5,000,000 $5,000,000 $5,000,000 $5,000,000 $1,000,000 $1,000,000
Cyber Deception $5,000,000 $5,000,000 $5,000,000 $5,000,000 $1,000,000 $1,000,000
PCI DSS Assessment $5,000,000 $5,000,000 $5,000,000 $5,000,000 $1,000,000 $1,000,000
Retention $2,500 $2,500 $2,500 $2,500 $2,500 $2,500
Base Premium $9,950 $30,472 $9,950 $38,934 $750 $1,642
Cyber Deception Endorsement $450 not available $450 not available $450 not available
Terrorism $104 included $104 included $12 included
TOTAL PREMIUM: $10,504 $30,472 $10,504 $38,934 $1,212 $1,642

Thank you for the opportunity to quote your Cyber Liability/Data Breach Insurance!

Material presented in this summary is not intended to provide legal or other expert advice but rather to provide general
information. Consult your legal counsel with any legal questions and contact Union Insurance Group with any ques-
tions regarding the proposed insurance. Actual coverage terms & conditions are contained in the policy.



